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September 12, 2024 

 

[Important Security Alert] Fraudulent KEB Hana Bank USA Website Identified 
 

Dear Valued Customers, 

We would like to bring to your attention an important security alert. A fraudulent website mimicking KEB Hana 

Bank USA has been identified in search engine results such as Bing.com and Google.com. This fake website is 

designed to look like our official website and may attempt to steal your personal information, including your account 

numbers and passwords. 

 

What to look out for: 

• The fake website uses our former logo and bank name but is not affiliated with Hana Bank USA. 

• It may prompt you to enter sensitive account information or passwords. 

• For visual references, please refer to Appendix A on page 2 for screenshots of the fraudulent website.  

Important Reminder: 

• As of March 1, 2024, KEB Hana Bank USA is now operating as Hana Bank USA, N.A. 

Former Bank Name and Logo New Bank Name and Logo 

  

 

How to stay safe: 

• Please do not enter any personal or account details on this fake website. Always ensure you are accessing 

our website by typing the official URL directly into your browser or bookmarking it for future use. 

Official Website Official Online Banking Portal 

https://www.hanabank.us https://my.hanabank.us/login 
 

If you suspect that you have entered information into the fake website, please contact us immediately at your 

nearest branch.  We are working with the authorities to resolve this issue and appreciate your vigilance. 

Fort Lee Branch 
(201) 592-7306 

Flushing Branch 
(718) 412-1258 

Manhattan Branch 
(212) 689-3330 

 

Thank you for your attention to this matter. 

Sincerely, 

 

Hana Bank USA 

 

https://www.hanabank.us/
https://my.hanabank.us/login
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Appendix A: Fake Website Screenshots 

Below are screenshots of the fraudulent website as they appear in Bing [Search Engine, default search engine for 

Microsoft Edge (Web Browser)] search results. 

 

 
 

 
 
 

 
 

[1] Search Engine Bing Logo [2] Web Browser Microsoft Edge Logo [3] Web Browser Google Chrome 

 

  

[4] Bing Main Page [5] Bing search engine result when searching: 
“keb hana bank usa” 

 



 

Page 3 of 5  
                                                                                                                                               

 

 

                                              

 

               [6] Fake Website – Main                                                                            [7] Fake Website – Online Banking  

 

 

<End of Appendix A> 

 

Fake website address: 

https://www.kebhbn.com/en-us 

Fake Contact 

Information

Fake Online 

Banking Website 

Former Logo 

https://www.kebhbn.com/en-us
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Appendix B: Hana Bank USA Official Website and Digital Banking 

                                                        

          [1] Official Website – Main                                                                                [2] Official Website – Online Banking  

 

 

 

 

 

 

 

 

NEW Official Website address: https://www.hanabank.us  

Former Official Website (http://www.kebhana.us) is automatically redirect 

users to new official bank website(https://www.hanabank.us) 

New Website 

New Logo 

https://www.hanabank.us/
http://www.kebhana.us/
https://www.hanabank.us/
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Official Bank Apps 

    

[3] Mobile Banking [4] Apple Phone 
App Store 

[5] Android Phone 
Google Store – Search 

 

[6] Android Phone 
Google Store – App detail 

 

 

 

 

 

<End of Appendix B > 


